observeir

a proofpoint® company

Implementing Custom
Integration of ObservelT with

ServiceNow

This document outlines the integration steps with ServiceNow using the integration Application Server. It
contains the prerequisites as well as system requirements and product installation.
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Description

The integration with ServiceNow allows the ObservelT agent to validate ServiceNow ticket numbers, create
new tickets and update the ServiceNow ticket with ObservelT Session information

The following ServiceNow ticket types are supported:

e Change request: CHG

e Problem: PRB

e Service Catalog Request Items: RITM
e Service Request: REQ

e Service Task: TASK

Content

File : ServiceNow_Ticketinglmplementation_6.7.zip

Prerequisites

e IS (can be installed on the same IIS as ObservelT)
e .NET 3.5 and .NET 4.5 installed on the machine where the ServiceNow Web Site broker will be

installed

e HTTPS access and credentials for ServiceNow system (for example: dev198.service-now.com )
e ObservelT Web Console admin access in order to configure the integration

SETTING THE SYSTEM PROPERTIES -> WEB SERVICES PROPERTIES IN DEVELOPER
SYSTEM

Set System Properties -> Web Services properties in Developer system as shown below:

1. Elevate admin for my admin account (top left corner keypad).
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Elevate Roles X

The following are session-specific privileges, session timeout or
logout will remove all elevated privileges.

¥ security_admin

Grant modification access to High Security Settings, allow user to
modify the Access Control List

More Info Cancel m

2. Change the High Security settings to disabled.

THE SERVICENOW USER MUST HAVE THE FOLLOWING ROLES

Navigate to User Administration > Users and then open a user record.
In the Roles related list, click Edit.

In the Collection list, select the desired roles, and then click Add.

Click Save.

PwnNnE

The ServiceNow user that you will use to authenticate to ServiceNow in the connector, must have the
following roles:

soap_create Can create records on all tables and
columns.
soap_query Can query records on all tables and columns.

soap_query_update | Can query and update records on all tables
and columns.

soap_update Can update records on all tables and
columns.

observerr
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Example:
‘Rcles(ﬁ) Groups | Delegates  Subscriptions | Manage Subscriptions

= Roles [[/#8 Goto Role v

? User = (empty) > Role Name >= soap

Q =Role & = State

& X
@ soap create Active
@ soap_query Active
@ 50ap_query. Active
(i)  soap query update Active
(i)  soap update Active
@ soap update Active

44 <« 1 téofe P PP [

= Inherited = Inheritance Count

false

false

true

false

false

true

SETTING THE SYSTEM PROPERTIES FOR SYSTEM PROPERTIES -> WEB SERVICES

Set System Properties -> Web Services properties in Production system as shown below:

Copyright © 2020 observerr rights reserved.
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Require authorization for incoming RSS requests.

+ Yes|No

Require basic authorization for incoming SOAP requests.

v Yes|No

Require WS-Security header verification for all incoming SOAP requests

Yes | No

Security Policy to enforce if Soap WS-Security is required. (All web service security profiles are enforced if not filled and WS-Security is required)

If unauthenticated, SOAP requests will execute on behalf of this user ID. Set roles for this user and use ACL to manage this user's access.

soap.guest

Require authorization for incoming WSDL requests.

Please note: If you choose not to require authorization for incoming WSDL requests, you will need to also modify the Access Control (ACL) rules to allow guest users to access the
WSDL content.

http://docs.servicenow.com/?context=Web_Services_Security Web_Service_User_Roles

+ Yes|No

Enforce strict security on incoming SOAP requests. Checking this requires incoming SOAP requests to go through the security manager for table and field access, as well as checking
SOAP users for the correct roles for using the web service.

http://docs.servicenow.com/?context=Contextual_Security_Plugin
http://docs.servicenow.com/?context=Web_Services

+ Yes|No

Maximum number of bytes per field in the incoming SOAP action. If the incoming value exceeds this size, it will be converted into an attachment to the record.

512000

Maximum total size allowed in the SOAP request body, in MB. A SOAP Fault is returned if the request exceeds this limit.

70

Emit complex-type name attributes in generated WSDL documents (some Web Service clients like Cold Fusion require complex-types to have a name attribute parsed properly.
Default value is false).

Yes | No

This property sets the elementFormDefault attribute of the embedded XML schema to the value of unqualified, if set to true. This attribute indicates whether or not locally declared
elements must be qualified by the target namespace in an instance document. If the value of this attribute is 'unqualified’, then locally declared elements should not be qualified by
the target namespace. If the value of this attribute is 'qualified’, then locally declared elements must be qualified by the target namespace. For compatibility with Clients generated
from WSDL (.NET Web Reference, Axis2 stub, webMethods, ect.), set this value to false. This value defaults to true.

For further documentation, follow this URL http://docs.servicenow.com/?context=Web_Services
Yes | No

Display stack trace in SOAP fault detail element

) Yes|No

Use unique targetNamespace for WSDL definition.

¥ Yes | No

Save

obssrveIT 4
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ADDING U_UBSERVEIT_VIDEO COLUMN TO SERVICENOW INCIDENT TABLE

1. Select Admin and Table.

SerV|CenL'JW Service Autog

Type fitter text AAZ[E>

System Definition -~ A

[ Application Menus
[, Menu Categories
Ll Dictionary
ERERCS

EF Choice Lists

tJ) Bookmarks

[T] Tables & Columns

), Search Groups

[, Database Views

[, Table Rotations

O Text Index Stop Words
O Text Indexes

= o oo

2. Search for table incidents.

¢ = Table - Incident

processes. More Info

Columns | Controls | Application Access

= | Table Columns m S for text v

A table is a collection of records in the database. Each record corresponds to a row in a table, and each field on a record corresponds to a column on that table.

Label incident}
Name incident
Extends table Task ®

? Dictionary Entries
EEE Q = Column label =Type = Reference
@ Business resolve time Integer
@ Resolve time Integer
@ Caller Reference User
@ Category String

Application Global
= Default valu

40

40

32 javascript:incidd

40 inquiry

Copyright © 2020 observerr rights reserved.
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3. Insert a new column by clicking New m
4. Type; URL

Max Length: 512

Label: “ObservelT video”

Name: u_Observeit_Video

{ | = Dictionary Entry

A dictionary entry mansges how ServiceMow stores datas in tables and fields (columns). For new dictionary entries, select a Table and the field
Mandatory to seve a record, and make the field a Display Value for reference fields so it appears on records that reference this table. Maore I

Tablz Incident [incident] v
Type URL a || @
Caolunnin labed OoservelT Video
Ciolumin name u_observeit_video
Mo length 52

5. Click Submit to add the new field.

Copyright © 2020 observerr rights reserved. 6
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ADDING CLIENT_SCRIPT TO RUN ON_LOAD JAVA_SCRIPT TO DISPLAY VIDEO HYPER
LINK

1. Create a new Client Script for “table=incident)” (under Configure -> Client Scripts).

servicenNnww: service Management

Welcome: System Administrator & &

g ® = CIientScriptsm Goto  Name v || l

Script Name: ObservelT_video_icon
Active=True
Global=True
Type=onload
Description:
Script:
function onlLoad() {
//Type appropriate comment here, and begin script below
if(getValue('u_observeit_video')!="){
g _form.addDecoration('u_observeit_video', 'icon-star', 'Observelt Icon');

NoukwnN

}
var url_id=S('incident.u_observeit_video_link'); // S('<table name>.<fieldname_link>');
//Event.observe('<table name>.<fiel[dname_lock>', 'click’, function(){
Event.observe('incident.u_observeit_video_lock', 'click’, function(){
if(url_id.text!="){
url_id.text="'Video';
}
1;
if(url_id.text!="){
url_id.text="Video';

}

Copyright © 2020 observerr rights reserved. 7
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8. Cl

Service Management

service

S — ClientScript
5 client scripts

< = Newrecord

New client-scripts are run in strict mode, with direct DOM tojQuery,

side scripts set the system property "glide.script. block.client.globals" to false.

the window object are I

7 e 8 % | &

Name. ‘ |pbservelT_videa_icon
Table | Incidentfincident] v
Catalog Client Scripts
Ui Type Desktop N
System Definition
Type onload v
Description
Messages
script ¢ [@2 3. 85 Q| v

1+ function onload() {

if(getvalue('u_observ

if(url_id.text!

ate comment here, and
_video')
g_form. addbecoration('u_observeit_video®,

Event. opserve( ' incident.u_obsery

't below

icon-star’, ‘Observelt Tcon');

function(){

@) system Administr

To disable this on a per-script basis, configure this form and add the "Isolate script” field. To disable this featu

Application Global
Active ||
Inherited
Global v/

fieldname_link>');
don(){

ick Submit or Update to save the script.

observerr
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Deployment

CREATING THE SITE: TICKETS

1. Copy and extract tickets.zip to C:\Inetpub

G( }vl . = Computer - Local Disk (C:) - inetpub - kickets -~

Organize *  Indude inlibrary *  Share with = New Folder

' Favarites Mame Date modified Type Size

Bl Ceskbop , bin 6/3/2015 11:55 AM File Folder
4 Dowrloads

. . Web References 6/3/2015 11:51 AM File Falder

i Recent Flaces 5] ac.aspx S/12/2015 1:58PM  ASP.NET Server Page 5KB
5 Libraries ] Servicel. asmx 3/2502015 2:35 PM A5SP.MET Web Service 1KE

3 Documents Q} Servicehlow, asmx 52712015 4:20 PM ASP.MET Weh Service 1 KB

,J“. Music | tracedog 6/7/2015 11:48 AM Text Document 1KE

b=/ Fickures || Wb, config 5/31/2015 :35 AM CCNFIG File 2KB

E Yideos

2. Grant Write permissions to local group Users.

obssrveIT 9
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l Permissions for tickets

Secunty I
Object name:  C:Ainetpubhtickets

GTDUD Qr Lzer name:s:

52 SYSTEM -]
3; adminizstrator

52 Administrators (08085 008-2WAdministators
[- -R!», dzers [Q8-WOESH03-24 zers]
52 Trusted nztaller -

1| | v

Permizsions for Uzers fil

FRead & execute

Lizt folder contents
Cead

W rike
Special permizsions

| earn about access contral and permigsions

k. I Caricel | Apply

3. Create a Web Site.

10
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Add wWeb site

Site name; Application pool;

|tickets |tickets Selact. .. |

—i_antent Direckory

Phyysical path:

IC:'I,inetpub'l,tickﬂts _l

Pass-through authentication

Conneck as. .. | Test Setkings...

— Binding
Type: IP address: Park:
Ihttp j IF'.II Unassigned j |4885|
Hosk name:

Example: wiww,conkoso,com ar marketing, contoso, com

¥ Start Web site immediately

Ik I Cancel

4. Change the .NET Framework = v4.0.

Change the Ticket application pool (Advanced Settings). Enable 32 bits = True.

6. Change the Ticket application pool (Advanced Settings). Identity to a user that can write to
C:\INETPUB\TICKETS (the trace.log file is written to this folder).

o

observerr
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Advanced Settings EE
Bl {General) 1=
MET Framework, Yersion vd.0
| Enable 32-Eit Applications True ]
Managed Pipeline Mode Inkeqrated
arme kickets
Cueue Length 1000
Start Automatically True
E CrPu
Lirnit 0
Limit: Action Mogckion
Limnit Inkerwal (minutes) 5
Pracessar AfFinity Enabled False —
Processor Affinity Mask, 4294967295
E Process Model
[ Identity obsqad' administrator ]
Idle Time-aut (minutes) 20
Load User Profile False
Plaxirnm Worker Processes 1
PFing Enabled True
Ping Maxirum Respanse Time (seconc 90
Ping Period {seconds) a0
Shutdown Time Limit {seconds) an
Skartun Tire Limit fescnnds an bl
Mame
[mame] The application pool name is the unigue identifier For the application pool,
(a4 Cancel |
P

12
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TESTING THE NEW SITE

1. Goto ObservelT Web Console: Configuration -> Ticket Integration -> Ticketing Systems.

2. Test the site by entering for example:
http://10.2.56.76:4885/ServiceNow.asmx
3. Expected result:

ServiceNow

The following operations are supported. For a formal definition, please review the Service Description.

+ CreateNewTicket
+ HelloWorld
+ IsTicketValid

+ TestConnection

CONFIGURING THE DEFAULTS NEW TICKET VALUES

1. Browse to: http://SERVER:4885/ServiceNowConfig.aspx.
2. Enter the default values for new incident ticket.
3. And click Save.

ServiceNow Integration Configuration Settings

New Incident Caller ID: Allie Pumphrey
New Incident Contact Type: Self-service
New Incident Category: Inquiry / Help
New Incident State: Resolved

New Incident Assignment Group: Service Desk
New Incident Configuration Item: |Remote Desktop Connection

Obsrevel T Login ID must be equal to Ticket's Assigned To UserID :

Save Cancel

observerr
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Create/Edit the File Manually

Alternatively, you can create/edit the following file manually: C:\inetpub\tickets\sn.config
new_incident_caller_id=Allie Pumphrey

new_incident_contact_type=Self-service

new_incident_category=Inquiry / Help

new_incident_state=Resolved

new_incident_assignment_group=Service Desk
new_incident_configuration_item=Remote Desktop Connection

loginid_must_be_equal_to_assigned_to=False

observerr
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LoginIiD

loginid_must_be_equal_to_assigned_to = TRUE

If the loginid_must_be_equal_to_assigned_to is set to True (or checked in the configuration setting HTML

page above) then:

Only users that the incident’s “Assign to” ID value is the same as the LoginID, will be allowed to continue to

the session.

In the example below:

Beth Anglin is assigned to incident #: INCO010002

Beth Anglin userlD in ServiceNow is: Beth.Angelin

In that case, only Windows Login ID Beth.Angelin will be able to use INC0010002 in the ObservelT
ServiceNow integration.

pezcubpou OIf-q6L0°|0Ca)/pey IUE(U P32 (0BSQ U0 9 26LAGL LOLIIOLE] PA OP2ELAG]L
2Houf gezcubgou olf-qewor[ocay/pegyauBiu paz [0Beq 1ufo 9 26161 WouoLsq ph OpzeLAG| L &
wezz1Busq [0 BSfH YUEL o || ©
CoupBnLIgou I5ew Bewors Dszxfob couuscriou o =z 0 O yzeiBuweug onb 26LMICE DE2K g || O
BN2IUS22 26LAICE o buok 2 - b[uuwE
2npcageBoLh — Hous — N ni8such 3-rom N
C9rsgoLh judnith \ Hefb N jwbscg 3-rom N
cIleL Wiiie bawbpLeh g | 2| ® 2rage Hem N
UnupeL | jmcooTo003) cougsct fhbe 26[1-25LAICE N
< | = mé.‘lggﬁoos % Ar _"—-: soo EOf[OM -~ | nbgae ye2
Beth.Angelin ‘s Information:
)= geslel:}\nglin ‘&) = "
User ID ‘ Email beth.anglin@example.com =
First name Beth Language —None - A
Last name Anglin Calendar integration —None — v
Title Q Time zone System {America/Los_Angeles) v
Department Sales Q @ Date format System {yyyy-MM-dd) v
Password Business phone
Password needs reset Mobile phone
Locked out Photo Click to add...
Active e
chservers 15
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Service Desk Role
Only users that have ITIL role can be assigned to incidents.

It is recommended to add all the roles below to a Service Desk user:

Collection Roles List
Q, il Beth Anglin
itil_admin - asset
catalog
catalog_admin
>
<

Name itil

Add the user to the Service Desk group:

Copyright © 2020 observerr rights reserved.
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Related Links

View Subscriptions
Reset a password

Roles (19) | Groups(6) | Delegates = Subscriptions =~ Manage Subscriptions

= Groups m Edit... Goto  Group v

? User = Beth Anglin
5:9? O\ = Group
(i)  MetworkCAB Managers
(i) Hardware
(i)  Database
(i)  Software
@ Catalog Request Approvers for Sales
(i)  ServiceDesk

CREATING THE CONNECTION IN OBSERVEIT WEB CONSOLE

1. Open ObservelT Web Console.

2. Go to: Configuration -> Service Desk Integration -> Service Desk Systems.

3. Click Create.

DBA ACTIVITY ALERTS

COMFIGURATION

Service Desk Paolicies

Service Desk Systems

«

Service Desk Systems Settings

4. Enter Service URL: http://10.2.56.76:4885/ServiceNow.asmx

5. Enter UserName: The user name to log in to: <SystemID>.service-now.com (The System ID is
different for each customer.)

Copyright © 2020 OPSEIVeIT A|| richis reserved.
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The user name contains the USERID + SERVICENOW SystemID in the following format:
<UserlD>@<SystemID>
Example: admin@dev198

6. Enter Password: The password to log in to: <SystemID>.service-now.com.

Service Desk Policies Service Desk Systems

Service Desk System Settings

Back to Service Desk Systems

— Connection Settings

Save || Cancel

Service Desk System | Custom Integration v
System Name |ServiceNow |
Senvice URL |http:h’1[].2.55. 76:4885/ServiceNow.asmx |
User Name |admin@ven[]194? |
Fassword : ---------------- |

Validation Message |Fai|ed to validate ticket number. Please check tick:” Default

Test Connection

7. Click Test Connections and wait until Ticketing system connection is ready appears.

Click Save.

9. You can now start Configuring Ticketing Policies:
http://documentation.observeit.com/#configuring_ticketing_policies.htm

%

How ObservelT information displayed in ServiceNow

The session information is displayed in the ticket’s comments.

Copyright © 2020 observerr rights reserved.
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# ObservelT Vide:

Related Records

Closure Information

< = Incident-INC0010004 &7

Caller System Administ Q|| & T
Location a
Catzgary Inquiry .
Subestzgory — Manz — .
Configuration tem Q
Impact 3-Low A
Urgency 3-Low .
Priority 5 - Planning .

Short de

No results to display

o hitp://10.1.100.113:4884/Observe|T/Side\Viewer.aspx?Session|D=10754b07-0780-4a85-b453-Tf2e20c8 17ec

= SN B

20170302 08:51:17

System Administrator

Phane

Assignment group

Assigned to

Follow

Update

Res:

observerr

Additional comments (Customer visible)
Work notes
Activity —| 20170304 22:03:31 System Administrator Ch
ServerName:DEMO-DC1 Login=oit-demo.localisn
ClentName:OIT-ILAN-LAP ChentlP-10.5.0.34
ObservelT VideoURL: hitp://10.1.100.113:4884/0Obserne T/SideViewer. aspx?Session|D=10754b07-0780-4885-b453-Tf2e20c8 1Tec
¢ = Incident - INC0010017 & & = -\/\- fék Follow - Update Resolve Incident
Number INCO010017 Opened 2017-03-05 04:30:34
Caller Allie Pumphrey Q A @ Opened by Beth Anglin Q @
Location Q, @ Contact type Self-service v
Category Inquiry / Help v State New v
Subcategory - None — v Assignment group Service Desk Q
Configuration item Remote Desktop Connection Q, = 0 Assigned to Beth Anglin Q
@
Impact 3-Low v
Urgency 3-Low v
Priority 5 - Planning v
Short description oit-demo.localibeth. angdl has legged into a server monitored by ObservelT.User comments: Q
>
# ObservelT Video Video &

19
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Trouble shooting, Debug & Trace

TRACE FILE
Trace file is located in C:\inetpub\tickets.
Filename: trace.log

In case of any issues, send this file to ObservelT Support.

CONNECTION FAILS ISSUES

1. Copy the URL to Service Now into your Web Browser (https://dev198.service-now.com).
2. If you get the following page, update your certificate until you can get directly to the ServiceNow
page.

o
|,.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

= Mere information

3. Proxy issues:
a. Inthe Internet Explorer Internet Options, disable the Automatic Proxy settings.

Copyright © 2020 observerr rights reserved. 20
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i

tlrrlemet Opticns | 2 22 |

| General | Security I Privacy I Content| Connections |Programs | Aduanced|

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private MNetwork settings
Local Area Network (LAN) Settings [

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Ise automatic configuration script

Address

Proxy server

A Use a proxy server for your LAM (These settings will not apply to
dial-up or YPN connections).

Address; Port; | 80 Advanced

Bypass proxy server for local addresses

| ok || Ccanel

[ Ok H Cancel ] Apply

b. Apply your company proxy setting.

Copyright © 2020 observerr rights reserved.
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ObservelT Integration Menu Setup in ServiceNow
Application Menus

CREATING VIEWS

1. Click Admin.
2. Click Application Menus.

SErviCenNWW: service Automation

Welcome: System Administrator § 2

Type filter text AAZ [~ | =

Admin snu = Required fiel

»

System Definition -
Asset Management |Integrat|0n - Obs

[ Application Menus CMDB .
ENU CAlegones |Integrat|0n - Oy

L= Dictionary ITiL
] Tables Reports |
= Chuoice Lists All ;i

Language File —
tfl Bookmarks Description:
] Tables & Columns
(), Search Groups
[y Database YViews

3. Click New.
4. Enter new application ObservelT Integration.

SEerviCenNWW:' service Automation

Welcome: System Adminisirator § &

= ) 1
ype filter texct AAZCE Y~ | Application Menus ~ [T | ce to [Graer ] Q
System Definition 2 Al PAl>Active = true > DefQult devifle type I= Mobile

Copyright © 2020 observerr rights reserved. 22
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< = Application Menu

& @) | suwmit

An application menu is a group of modules in the application navigator. Choose the roles that are required to access the application and add or remove modules in the related list below. More Info

Title ObservelT Integration Application
Active

Restricts access to the specified roles. Otherwise, all users can view the application menu when it is active.
Roles e
Specifies the menu category, which defines the navigation menu style. The default value is Custom Applications

Category Custom Applications

The text that appears in a tooltip when a user paints to this application menu

Hint

Description

Submit

Global

u

5. Click New (Module).

{ == Application Menu - ObservelT Integration &7

f @ V\- @ Update Delete

An application menu is a group of modules in the application navigator. Choose the roles that are required to access the application and add or remove modules in the related list below. More Info

Title ObservelT Integration Application
Active
Restricts access to the specified roles. Otherwise, all users can view the application menu when it is active.
Roles Vs
Specifies the menu category, which defines the navigation menu style. The default value is Custom Applications
Category Custom Applications
The text that appears in a tooltip when a user points to this application menu
Hint
Description
Update Delete
Modules oto | Order v
? Application menu = Observel T Integration
o3 Q, = Title = Table = Active = Filter = Order 4 = Link type

No records to display

Global

4

= Device type = Roles

= Updated

6. Add module Open Incidents.
7. Inthe Link Type insert:
e Table = Incident

observerr
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e Filters
Active=True

Correlation display="ObservelT”

{ = Module

f @ @ Submit

Arguments

Window name

Title Open Incidents Application Global 0]
Application menu ObservelT Integration @
Order
Hint
Link Type
Roles ra Qverride application menu roles
Active hd
Submit
< = Module & (D B Submit
Title Open Incidents Application Global (0]
Application menu ObservelT Integration @
Order
Hint
Visibility | Link Type
Select the type of link for the module or select separator to create a horizontal line. The fields below change depending on your selection.
Link type List of Records
Table Incident [incident]
View name
Filter Add Filter Condition
All of these conditions must be met
Active is v true v AND | OR
Correlation display is ¥ | ObservelT AND || OR X

8. Click Submit when done.

observerr
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¢ | = Application Menu - ObservelT Integration (! & () M B Update || Delete J
An application menu is a group of modules in the application navigator. Choose the roles that are required to access the application and add or remove modules in the related list below. More Info
Title Obs egratio Application Global (0]
Active v
Restricts access to the specified roles. Otherwise, all users can view the application menu when it is active.
Roles ra
Specifies the menu category, which defines the navigation menu style. The default value is Custom Applications
Category Custom Applications ol @
The text that appears in a tooltip when a user points to this application menu
Hint
Description
Update Delete
=  Modules m Goto  Order v 44 4 1ltolof1 p» pp [H
¥ Applicati = ObservelT | i
] pplication menu servelT Integration
by Q, =Title = Table = Active Iter ink type Device type = Updated
® Open Incidents  Incident [incident]  true active=true*correlation_display=Observel List of Records 2017-03-06 00:21:33
3

9. Then click Update or Submit to complete the action.
10. Verify that you see the new ObservelT Integration menu
11. Verify that Open Incidents show incidents that are related to ObservelT.

ServiCenNWW" service Management

Welcome: System Administrator SL, (G4

PNt ® = | Incidents m Goto | Number v V- oeq « 10100 10 B BB
SR S’ All>Active = true> Correlation display = ObservelT
Homepage
Service Catalog @ O,  SNumberv =Caller = Short description =Category ~ =Prioity  =State = Assignmentgroup = Assigned to
H Knowiedge Allie oit-dema localibeth angli i i
Allie ~ glin has logged into a server monitored by
Help the Help Desk @ NCoi001T g T et st Inquiry / Help 5 - Planning Service Desk Beth Anglin
Visual Task Boards i it i i i
©® mooowos Al oftdemo localllan hes logged into a server moritored by ObservelTUser o/ g prnio Semice Deck
# Incidents - Bumphrey ~ comments: =
Hr Watched Incidents
) " i ) ]
My Requests ®  incoowms % . :gr:;rg:d:m\ Hlan has lagged into a server monitored by ObservelTUser o g pe Senice Deck
Requested ltems Fumphrey
Watched Requested ltems i it i i i
q @ nommm %?‘ . zgr:;rgzllsnca\\\lan hes Ingged intoa server moritored by ObsevelTUser i g p Somice Dock
My Profile el
) . " ) )
My Tagged Documents © oo Al oftdemo localllan has lagged into a server moritored by ObservelTUser o g pnio Senice Deck
My Tags Pumphrey ~ comments: e
My Knowledge Atticles ' ’ ' } ’
Allie oit-dema locallilan has lagged inta a server monitored by ObservelT User :
incootoorz S Inquiry / Help 5Pl Act Senvice Desk
Take Survey 4 ®  incootooz Bumphrey  comments Fix AD. Approved by Mark nquiry / Felp anning - Active e
My Approvals
My Assessments & Surveys Allie ]
(D INCoo10011 oitdemo localilan has logged into a server monitored by ObservelT Inquiry / Help 5 - Planning Service Desk
My Assets PBumphrey
ObservelT Integrati
S\ R iNcooiporg  Alle oit-demo locallan has logged into a server monitored by ObservelT Inquiry / Help 5 - Plannin Senvice Desk
umh 99 Y quiry / Help g
& Open Incidents —
ozl () INC0010009 ﬁ ppey | O-demelocalilan has lagged into a servar monitored by ObservelT. Inquiry / Help 5 - Planning Senvice Desk
Incident
Create New iNcootooos Al oit-demo locallan has logged into a server monitored by ObservelT Inquiry / Help 5 - Plannin Senvice Desk
Pumphre 99 Y quiry / Help g
Assigned to me
Open
0:en  Unassigned Actions on selected rows... ¥ 44 4 1/te10cf10 » PP
Resalved

observerr
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12. Add ObservelT Video link to the columns of the report.

Personalize List Columns

Available

Follow up
Group list
Impact
Incident state
Knowledge
Location

Made SLA
Motify

Opened
Opened by
Order

Parent

Parent Incident
Problem
Reassignment count
Rejection goto
Reopen count

Resolve time
Daenhind

«| Wrap column text Compact rows
+| Modem cell coloring

+| Enable list edit || Double click to edit

13. ObservelT Video is displayed.

Selected

Number

Caller

Short description
Category

Priority

State

Assignment group
Assigned to

ObservelT Video

Active row highlighting

Cancel “

= | Incidents m Goto  Number v -%- 44 4 1 to10cf 10 p pp
? All» Active = true> Correlation display = Observel T
@ Q. = Number ¥ =Caller = Short description = Category = Priority = State = Assignment group = Assigned to = ObservelT Video
oit-
demo.localibeth.anglin
Allie has logged into a server . . . . http://10.1.100.113:4884/ObservelT/SlideViewer a
®  ncootootr Pumphrey  monitored by Inquiry /Help 5 - Planning — —— Session|D=e9787c9-cf66-452d-Ocea-d204c2316fl
ObservelT.User
comments:
oit-demo locallilan has
- logged into a server e
Allie N . . . http://10.1.100.113:4884/ObservelT/SlideViewer a
@ INC0010016 Pumphre monitored by Inquiry / Help 5 - Planning Service Desk SessionlD=d27831bd-d4f0-1a98-B0 aa-663a05875¢
ObservelT User s e
comments
oit-demo locallilan has
. logged into a server -
Allie . . . . http://10.1.100.113:4884/ObservelT/SlideViewer a
@ INC0010015 — monitored by Inquiry / Help 5 - Planning Service Desk N _ :
Pumphrey ObservelT User SessionlD=db899323-f531-48a6-8b71-5186a6bcd!
comments:
oit-demo.localiilan has
logged into a server A
Allie . . . . http://10.1.100.113:4884/ObservelT/SlideViewer a
@ INC0010014 Pumphre monitored by Inquiry / Help 5 - Planning Service Desk SessionlD=1c2494e8-che 14495 Badc-19eb0 1124!
ObservelT.User
comments:
oit-demo localiilan has
. logged into a server g
Allie . . . . http://10.1.100.113:4884/ObservelT/SlideViewer a
@ INC0010013 — monitored by Inquiry / Help 5 - Planning Service Desk N -
Pumphrey ObservelT User SessionlD=efe10624-815f-4a2c-bbb1-7416e58987
comments:
oit-demo locallilan has
logged into a server
Allie monitored by . . . . http://10.1.100.113:4884/0ObservelT/SlideViewer a
@ LEWNE B i Inquiry [ Help - Planning  Active Senice Db SesslonlD=1{43b592-651f-4af2-b166-386009927ec
comments:Fix AD.
A b Mok

Copyright © 2020 observerr rights reserved.
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Creating Reports

= Reports Group | Global | All Heavy = Unused = Most used Title contains: ObservelT [x] | Create a report @
ﬂ? Type | Title Table Scheduled Last run Runs Run time Published
ya j:f “ ObservelT by ServerName Incident [incident] 2017-03-06 02:38:43 1 11 ms
VA ¢ 0 ObservelT Incidents by UserlD (AssignedTo}  Incident [incident] 2017-03-06 01:13:37 3 14 ms []
Report by UserID/LoginID (SN field=AssignedTo)
Fubished report URL: hitps /iven01847 ._report_display. parm_report_j 1050086
< [pbservelT Incidents by UsedD (AssianzdTa) @ Save | v Run
Dsta | Table ¥ | Incident incident] v Aggregation | Count v
Type | Pie v @@ No_groups | System Defsukt (12) v
Group by | Assigned to v +/| Show Other
Display Grid
‘Add Filter Condition Add ™ Clause Add Sort Field Minimize &
Allof these conditions must be met
Active v is v true . AND || OR x
Correlation display v is v | | Obsemelm AND || OR | | X
Observel T Incidents by UserlD (AssignedTo)
observerr rights reserved. 27
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Report by ServerName (SN field=Location)

I DEWO-DCT = 10 (100%)

< [DbservelT by ServerName @
Data | Table ¥ | Incident [incident] v Aggregstion | Count v
Type | Pie ASIOF: No. groups | System Default (12) v
Groupby | Location v | Show Other
Display Grid
Add Fiter Condtion | | Add "OR" Clause | | Add Sor: Fiekd
All of these conditions must be met
Active v i R . AND || OR X
Corelstion display v is v | | observerm AND || OR X
ObservelT by ServerName

Minimize =

Ticket Example in ServiceNow

NEwW TICKET

** |f Opened By is empty, check in ServiceNow if the Login User ID that you see in the comments (see below

obsga8.local\ilan) is defined in the ServiceNow users list.

Copyright © 2020 observerr rights reserved.
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JM5-06-0801 3758 |

Calir | =t Dparad by [ staqaz '
Locabor | 8] Conlact byps: Satl-sraca |
Calegory Fazuary ! Bl w Sta Aciren |
Subeategerr [~ Feane - | Bskagrinen grig [Servcs Desi

Configurabon iem: =0 Assgned 1o llar obagad

Urgphficsy [F-Lew |
| Pricaaty: 4 - Lew w
Sherl desenplicn [Craated by CtmanalT Teksbng integaton 0

'mmv

Activity o 1o 0 7 o B 1) o Aaiionl commasta (3 [ gt (1) o inciciend et {8 [ Opmemetiby (1 o] Prioety {1 i
FN5 0608 01:28:00 Lystemn Adminksbrabor - crarged Lddtcrsl somrans
[ Sereerbame SPLUNK Lapn=otraqal bcaldan
ClaniMama DIT-ILAN-LAP Chan® 10.1. 100,15
OtrsarenlT VideoURL: kipcar10 2 28 7640800 arsal TrEESeViewer aspe P Sessan]D=ba Sobali-o it -£81 288 Th- 1 bOf2Ha M40

Comments: S2ssion Detais +

FF153-06-08 01:2T:39 Syastin AOMINEIDEION - Crasges Aigaed 1 SIonons Lovesill WEal Fouen me Cpees oy Proay

& Assigned foo Ilan chegad
0 Comesani

Impact 3 - Low

Incelanl stals: Scirve

Oipirssel By I SEchephs

o Frigity 4 - Low o S
Updats | [ Resohes Incidert ||

Nuiitge: Cpsnad: 2506-08 013759 |
Caliar [ i1 Cipnad by (s cegas =N
Locabon [ =4} Contact gs: Sall-serace |
Culngeey. — LIL hl St Acivg ~|
Subeiegery [~ Fione - | Assgnment grong.  [Serves Deak A
Canfiguraban dam: =¥ Assignad to: [amctsqa® A lG
It 3-Lew w
Lirgancy [3-Lew |

| Pricety: 4 - Low e
Sharl aEnphcn IEMJ.I.M bry Ol T Tichoaiang inlegeaon |‘
‘Wateh kst BS Wk nasins It B S

Addtenal comments |Customar vl 4

| Wark nolas:

[

Aoty ar 1o B T (o] Bt 0 (1 o Adciional comvrasty (3] | impact (1) [ icicient wte (W] | Opsrastby (1) o Prosty (1) q

50008 01:20:00 Systemn Adminkstrabor - crargsd Addscral sommana

[ Sereeriame SPLUNK Login=obaqal localdan
ChantMama OIT-ILAN-LAP Chen®®, 10.1.100.15
OtrsarenlT VideoURL: kapcr10 2 28 7648840 arsel TrEhSeViewer aspx T Sesson]D=baSanali-r Dbe-£81 8L The | bOf2Ha 40

IFN3-06-08 0M:2T:33 Syasemn AOMINEIDEION - Cranges Agasd 1 SInons Lovessill Wl Vouen mi Opeiss oy Froaty

o Assgned o llan chegad
0 Comemant

Impact 3 - Low

Incident skabe: At
Oipernaedl by lan cbagal
Priofity. 4 - Low
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Creating and Watching Request Items

CREATE RTIM

servicCenWw: service Automation

Welcome: System Administrator § 2

Type fitter text AACE > Requests [Self Service view] » m Goto[Number  ~[ Q
Self-Service A oAl All= Active = true > Opened by = System Administrator

{a} Homepage

[ Service Catalog

2 Knowledge

& Help the Help Desk

Incidents

¢ Watched Incidents

[ My Requests

[@ Requested ltems

& Watched Requested ltems

Watch RTIM

erV|CenL')W Service Automation Switch to the old Ul a-
YT chserveit v- Update Set: [EETITEEEE O

o AAZET | Tasks v [ cow[Tome <] Q Teters

Self-Service % a | »Al>Active = true > Assigned to = System Administrator > State I= Pending

{ir Homepage (156 RITMOD000OT 4-Low Open System Administrator Normal A Blackberry Wireless Device Requested lem

(16 RITM0000003 4-Low Open System Administrator Normal HP Laserjet 42400 Requested ltem
Help the Help Desk [JC@ RITM0000010 4-Low Open System Administrator Normal A Blackberry Wireless Device Requested ftem
- (18 RITM0000012 4-Low Open System Administrator Normal Loaner Laptop (T42) Requested ftem

¢ Watched Incidents [ [Etons onseecedons - ¥] 1 oeofs

) Response ime(ms): 735. network: 175, server: 432, browser: 73|
(@ My Requests

[ Requested ltems
¢ Watched Requested ltems

(551 My Profile
[ Take Survey
Ccg) My Assets

ObservelT Test %
) abc
Service Desk %
ko) Callers
(4 Incidents
2 Knowledge
My Work
My Groups Work
[ My Approvals
- SLA's
My Work
4 My Groups Work
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WATCH TASKs

ServiCenWw: service Automation

Welcome: System Administrator § o

Switch to the old Ul Q-

Application: [TTETIRG ¥ Update Set. [ETITMEG®

Type fiter text

Self-Servioe

[ Live Feed
£} Homepage

L3 Service Catalog

(2 Knowledge

&l Help the Help Desk

Incidents

& Walched Incidents

[® My Requests

[® Requested Items

& Watched Requested ltems

7] My Profile
[ Take Survey
i My Assets

Observeir Test
B abe

Service Desk

& Callers

[4, Incidents

(2 Knowledge

My Work

My Groups Work
[ My Approvals

~ SLA's.

My Work

g My Groups Work

Incident
[# Create New

[& Assigned to me

[2 Open

[ Open - Unassigned
[ Resolved

L4 Overview

>

Requested ltem 0

Number: [RITMOD00010 Opened: 20140603 122144 ][]

Item: Blackberry [o¥] Opened by: ITIL User (¥

Request REQ0000007 QG | Stage: Deliver toIT Labs __ +

| T =Y St

Due date: 20140608 122144 | Quantity:

e item Q Estmated Delivery: [ |F

Watch list: ad Backordered: ]

Additional comments (Customer visible): "5 2
Activity 35 o
201510-07 00:53:58 System Administrator - Cranges: Adtons! comments

2014-06-03 12:21:44 ITIL User - Crangea: Assignac to. impsct, Opensd oy, Friorty
Related Links
Show Waerkflow
Warkflow Context

Catalog Tasks + BTl coto[fumser v 1 wacta L)

» Request item = RITM0O000010
~ Number
[JC@ IASK0000036
[]Fg TASKD000035
[]Fg TASKD000034
[JC@ IASK0000033 Procurement

B[

Field Services
Hardware
Field Services

Deliver Blackberry to Customer
Configure Blackberry

Pick up Blackberry and deliver to IT Labs

Order Blackberry Hardware or Move from Inventory

2014-06-07 12:21.44
2014-06-06 12:21:44
2014-06-04 12:21:44
2014-06-03 12:21:44

T P e e < Dusdai | e Worksiar e Workend |

2014-06-02 13:13:19
2014-06-02 12:21:45 2014-06-02 13:13:19

1 w4ofs
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